Symantec™ Mobile Security

Advanced threat protection for mobile devices

Data Sheet: Endpoint Management and Mobility

Overview

Employees increasingly rely on smartphones and tablets, both personally owned and company issued
of productivity. However, these productivity gains have also expanded the threat landscape, as mobil

, to achieve higher levels

e devices have become a

new target for cyber attacks. These devices are less secure than traditional endpoints and many commercial app stores,

particularly those for open mobile operating systems (such as Android™), cannot enforce universal ap

p screening. As a result,

the mobile devices employees rely on more and more are becoming vulnerability points that attackers can exploit.
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Mobile malware continues to grow. Source: Symantec Internet Security Threat Report 2013

Symantec Mobile Security provides powerful, effective protection against malicious threats and unaut

horized data access on

Android devices. With comprehensive malware, privacy, and theft protection, you can confidently embrace employee-owned
devices without compromising security. Leveraging cutting-edge technology, research and insights from the Symantec Global
Intelligence Network (GIN) and Security Technology and Response (STAR) experts, Symantec Mobile Security delivers

exceptional protection without slowing down device performance.
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Symantec™ Mobile Security

Symantec Mobile Security is designed for large enterprise-grade deployments. A centralized management console reduces the
operational cost and complexity of securing thousands of mobile devices. You can easily manage security policies and
distribute them to devices over the air. Robust reporting allows you to quickly demonstrate compliance with internal and

external security requirements.
Benefits

* Makes it easier to confidently embrace personally owned devices

e Helps minimize employee downtime due to malware

» Protects against mobile malware, grayware, and privacy risks, as well as other mobile threats
* Enables compliance with security policies and regulatory requirements

» Helps with the recovery of lost or stolen devices

» Reduces the operational cost and complexity of securing mobile devices on a large scale
Key Features

« Comprehensive, state-of-the-art protection leverages technology, research, and insights from Symantec Global Intelligence
Network and Security Technology and Response experts.

» Fast and effective on-device scans have negligible impact on mobile device performance. Scans can be scheduled or can run
on demand.

» Anti-phishing Web protection blocks fraudulent websites to protect sensitive information.

» Secure Digital card scanning protects against infected memory cards.

* Remote locate pinpoints the location of a lost or stolen device.

e Remote lock locks a lost or stolen smartphone or tablet, preventing access to the device and the data stored on it.

* Remote wipe erases data on a missing mobile device.

e Scream alarm sets off a “scream” alarm that allows an employee to quickly find a missing device.

* Integration with Symantec LiveUpdate automates and simplifies virus definition updates, helping to ensure that devices are
safe from the latest threats.

e Centralized over-the-air enterprise management and distribution of security policies facilitate rapid enterprise-wide
deployments.

» Reports provide a snapshot of threat status, at-risk devices, non-compliant devices, and more.

e Inclusion in Symantec Mobile Management Suite provides a comprehensive, layered approach to mobile security from a

single vendor.
Complete Enterprise Mobility Solution with Symantec Mobile Management Suite

Symantec Mobile Management Suite is a comprehensive mobile solution that provides the critical capabilities enterprises need
to embrace mobility. The suite enables the productivity of your mobile workforce without sacrificing security or the user
experience. It is a modular solution, compromising the following key components: mobile application management (MAM),

mobile device management (MDM), and threat protection.
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Symantec™ Mobile Security

System Requirements

Mobile device operating system
* Android 2.2 and later
Enterprise manager

e Operating system: Microsoft® Windows® Server 2008 R2 and R2 Service Pack 1
e Database: Microsoft SQL Server 2005 and 2008

More Information
Visit our website

http://go.symantec.com/mobility

To speak with a Product Specialist in the U.S.
Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.

For specific country offices and contact numbers, please visit our website.

About Symantec

Symantec protects the world’s information, and is a global leader in security, backup, and availability solutions. Our innovative
products and services protect people and information in any environment — from the smallest mobile device, to the enterprise
data center, to cloud-based systems. Our world-renowned expertise in protecting data, identities, and interactions gives our

customers confidence in a connected world. More information is available at www.symantec.com or by connecting with

Symantec at go.symantec.com/socialmedia.

Symantec World Headquarters
350 Ellis St.

Mountain View, CA 94043 USA
+1 (650) 527 8000

1(800) 721 3934

www.symantec.com
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